
SpamAssassin Statistics

To: chris.pollock1948@gmail.com

Date: Tue, 3 Dec 2019 23:58:01 -0600 (CST)

From: root <chris.pollock1948@gmail.com>

Email:      143  Autolearn:     7  AvgScore: -12.83  AvgScanTime: 20.73 sec
Spam:         7  Autolearn:     0  AvgScore:  84.00  AvgScanTime: 19.06 sec
Ham:        136  Autolearn:     7  AvgScore: -17.82  AvgScanTime: 20.82 sec

Time Spent Running SA:         0.82 hours
Time Spent Processing Spam:    0.04 hours
Time Spent Processing Ham:     0.79 hours

TOP SPAM RULES FIRED
----------------------------------------------------------------------
RANK    RULE NAME                       COUNT  %OFMAIL %OFSPAM 
%OFHAM        
----------------------------------------------------------------------
   1    URIBL_BLACK                         5     3.50   71.43    0.00
   2    NO_DNS_FOR_FROM                     5    20.28   71.43   17.65
   3    SHORTCIRCUIT                        4    16.08   57.14   13.97
   4    SH_HELO_ZRD_VERY_FRESH              4     2.80   57.14    0.00
   5    RCVD_IN_ZEN_LASTEXTERNAL            4     2.80   57.14    0.00
   6    SH_HELO_DBL                         4     2.80   57.14    0.00
   7    RCVD_IN_PSBL                        4     2.80   57.14    0.00
   8    URIBL_DBL_SPAM                      4     2.80   57.14    0.00
   9    URIBL_ZRD                           4     2.80   57.14    0.00
  10    DCC_CHECK_NEGATIVE                  3    51.05   42.86   51.47
  11    SEM_FRESH10                         3     2.10   42.86    0.00
  12    SEM_FRESH15                         3     2.10   42.86    0.00
  13    SH_ZRD_HEADERS_VERY_FRESH           3     2.10   42.86    0.00
  14    SEM_FRESH                           3     2.10   42.86    0.00
  15    KAM_DMARC_STATUS                    3    42.66   42.86   42.65
  16    HTML_MESSAGE                        3    74.13   42.86   75.74
  17    SH_DBL_HEADERS                      3     2.10   42.86    0.00
  18    SEM_FRESH30                         3     2.10   42.86    0.00
  19    SEM_URIRED                          3     2.10   42.86    0.00
  20    DCC_CHECK                           3    51.05   42.86   51.47
  21    SPF_HELO_NONE                       2    41.96   28.57   42.65
  22    DKIM_SIGNED                         2    76.92   28.57   79.41
  23    DKIM_INVALID                        2    35.66   28.57   36.03
  24    RDNS_NONE                           2    62.94   28.57   64.71
  25    URIBL_ABUSE_SURBL                   2     1.40   28.57    0.00
  26    BAYES_50                            2     2.10   28.57    0.74
  27    AWL                                 2    79.02   28.57   81.62
  28    DCC_REPUT_70_89                     2    21.68   28.57   21.32



  29    RAZOR2_CF_RANGE_51_100              1     0.70   14.29    0.00
  30    RCVD_IN_SEMBLACK                    1     0.70   14.29    0.00
  31    FSL_BULK_SIG                        1     0.70   14.29    0.00
  32    DCC_REPUT_99_100                    1     3.50   14.29    2.94
  33    KAM_HTMLNOISE                       1     0.70   14.29    0.00
  34    SUBJECT_NEEDS_ENCODING              1     0.70   14.29    0.00
  35    KAM_HUGEIMGSRC                      1     6.99   14.29    6.62
  36    T_SPF_TEMPERROR                     1    20.28   14.29   20.59
  37    RCVD_IN_DNSWL_NONE                  1    66.43   14.29   69.12
  38    RELAYED_BY_DIALUP                   1     2.80   14.29    2.21
  39    SPF_NONE                            1     2.80   14.29    2.21
  40    T_SPF_HELO_TEMPERROR                1    14.69   14.29   14.71
  41    HTML_IMAGE_ONLY_20                  1     2.10   14.29    1.47
  42    SARE_UNA                            1     0.70   14.29    0.00
  43    BAYES_00                            1    79.02   14.29   82.35
  44    HTML_FONT_LOW_CONTRAST              1    25.17   14.29   25.74
  45    SAGREY                              1     0.70   14.29    0.00
  46    BOTNET                              1    15.38   14.29   15.44
  47    DIGEST_MULTIPLE                     1     0.70   14.29    0.00
  48    TVD_PH_SEC                          1     0.70   14.29    0.00
  49    FROM_SUSPICIOUS_NTLD_FP             1     0.70   14.29    0.00
  50    HTML_IMAGE_RATIO_04                 1     8.39   14.29    8.09
  51    SPF_PASS                            1    41.26   14.29   42.65
  52    RAZOR2_CHECK                        1     0.70   14.29    0.00
  53    HTML_SHORT_LINK_IMG_3               1     0.70   14.29    0.00
  54    KAM_INFOUSMEBIZ                     1     0.70   14.29    0.00
  55    SUBJ_ILLEGAL_CHARS                  1     0.70   14.29    0.00
  56    FROM_SUSPICIOUS_NTLD                1     0.70   14.29    0.00
  57    KAM_LAZY_DOMAIN_SECURITY            1     2.10   14.29    1.47
----------------------------------------------------------------------

TOP HAM RULES FIRED
----------------------------------------------------------------------
RANK    RULE NAME                       COUNT  %OFMAIL %OFSPAM 
%OFHAM        
----------------------------------------------------------------------
   1    BAYES_00                          112    79.02   14.29   82.35
   2    AWL                               111    79.02   28.57   81.62
   3    DKIM_SIGNED                       108    76.92   28.57   79.41
   4    HTML_MESSAGE                      103    74.13   42.86   75.74
   5    RCVD_IN_DNSWL_NONE                 94    66.43   14.29   69.12
   6    RDNS_NONE                          88    62.94   28.57   64.71
   7    DCC_CHECK                          70    51.05   42.86   51.47
   8    DCC_CHECK_NEGATIVE                 70    51.05   42.86   51.47
   9    DKIM_VALID                         59    41.26    0.00   43.38
  10    SPF_PASS                           58    41.26   14.29   42.65
  11    SPF_HELO_NONE                      58    41.96   28.57   42.65
  12    KAM_DMARC_STATUS                   58    42.66   42.86   42.65
  13    HEADER_FROM_DIFFERENT_DOMAINS      55    38.46    0.00   40.44
  14    DKIM_INVALID                       49    35.66   28.57   36.03
  15    SPF_HELO_PASS                      35    24.48    0.00   25.74
  16    HTML_FONT_LOW_CONTRAST             35    25.17   14.29   25.74



  17    URIBL_GREY                         34    23.78    0.00   25.00
  18    T_KAM_HTML_FONT_INVALID            32    22.38    0.00   23.53
  19    DCC_REPUT_70_89                    29    21.68   28.57   21.32
  20    DKIM_VALID_AU                      28    19.58    0.00   20.59
  21    T_SPF_TEMPERROR                    28    20.28   14.29   20.59
  22    SARE_UNI                           25    17.48    0.00   18.38
  23    NO_DNS_FOR_FROM                    24    20.28   71.43   17.65
  24    BOTNET                             21    15.38   14.29   15.44
  25    KAM_REALLYHUGEIMGSRC               21    14.69    0.00   15.44
  26    MIME_HTML_ONLY                     20    13.99    0.00   14.71
  27    T_SPF_HELO_TEMPERROR               20    14.69   14.29   14.71
  28    SHORTCIRCUIT                       19    16.08   57.14   13.97
  29    DKIMWL_WL_MED                      18    12.59    0.00   13.24
  30    MIME_QP_LONG_LINE                  16    11.19    0.00   11.76
  31    SC_NET_HAM                         16    11.19    0.00   11.76
  32    DCC_REPUT_95_98                    15    10.49    0.00   11.03
  33    JMQ_SPF_NEUTRAL                    15    10.49    0.00   11.03
  34    DKIM_VALID_EF                      14     9.79    0.00   10.29
  35    USER_IN_DEF_SPF_WL                 12     8.39    0.00    8.82
  36    MIME_HTML_MOSTLY                   12     8.39    0.00    8.82
  37    HTML_IMAGE_RATIO_04                11     8.39   14.29    8.09
  38    USER_IN_DEF_DKIM_WL                11     7.69    0.00    8.09
  39    DCC_REPUT_90_94                    11     7.69    0.00    8.09
  40    KAM_LOTSOFHASH                     11     7.69    0.00    8.09
  41    RCVD_IN_DNSWL_MED                  10     6.99    0.00    7.35
  42    MAILING_LIST_MULTI                  9     6.29    0.00    6.62
  43    KAM_HUGEIMGSRC                      9     6.99   14.29    6.62
  44    RCVD_IN_MSPIKE_H2                   9     6.29    0.00    6.62
  45    RCVD_IN_IADB_SENDERID               8     5.59    0.00    5.88
  46    RCVD_IN_IADB_DK                     8     5.59    0.00    5.88
  47    RCVD_IN_IADB_RDNS                   8     5.59    0.00    5.88
  48    RCVD_IN_IADB_SPF                    8     5.59    0.00    5.88
  49    RCVD_IN_IADB_LISTED                 8     5.59    0.00    5.88
  50    HTML_IMAGE_RATIO_02                 8     5.59    0.00    5.88
  51    FREEMAIL_FORGED_FROMDOMAIN          7     4.90    0.00    5.15
  52    FREEMAIL_FROM                       7     4.90    0.00    5.15
  53    DCC_REPUT_13_19                     7     4.90    0.00    5.15
  54    KAM_DMARC_REJECT                    7     4.90    0.00    5.15
  55    KAM_NUMSUBJECT                      6     4.20    0.00    4.41
  56    DKIM_ADSP_CUSTOM_MED                6     4.20    0.00    4.41
  57    UNPARSEABLE_RELAY                   6     4.20    0.00    4.41
  58    LOTS_OF_MONEY                       6     4.20    0.00    4.41
  59    RCVD_IN_RP_SAFE                     6     4.20    0.00    4.41
  60    HTML_IMAGE_RATIO_08                 6     4.20    0.00    4.41
  61    FORGED_GMAIL_RCVD                   5     3.50    0.00    3.68
  62    SARE_UNSUB24                        5     3.50    0.00    3.68
  63    SARE_OEM_S_DOL                      5     3.50    0.00    3.68
  64    RCVD_IN_RP_CERTIFIED                5     3.50    0.00    3.68
  65    RCVD_IN_DNSWL_HI                    5     3.50    0.00    3.68
  66    T_SPF_HELO_PERMERROR                4     2.80    0.00    2.94
  67    KHOP_FAKE_EBAY                      4     2.80    0.00    2.94
  68    DKIMWL_WL_HIGH                      4     2.80    0.00    2.94



  69    DCC_REPUT_99_100                    4     3.50   14.29    2.94
  70    HTML_IMAGE_RATIO_06                 4     2.80    0.00    2.94
  71    NORDNS_LOW_CONTRAST                 4     2.80    0.00    2.94
  72    HTTPS_HTTP_MISMATCH                 4     2.80    0.00    2.94
  73    SC_HAM                              4     2.80    0.00    2.94
  74    SUBJ_ALL_CAPS                       4     2.80    0.00    2.94
  75    DCC_REPUT_00_12                     4     2.80    0.00    2.94
  76    KAM_SHORT                           4     2.80    0.00    2.94
  77    FORGED_SPF_HELO                     3     2.10    0.00    2.21
  78    SPF_NONE                            3     2.80   14.29    2.21
  79    BAYES_05                            3     2.10    0.00    2.21
  80    KAM_DMARC_NONE                      3     2.10    0.00    2.21
  81    KAM_DMARC_QUARANTINE                3     2.10    0.00    2.21
  82    RELAYED_BY_DIALUP                   3     2.80   14.29    2.21
  83    FROM_GOV_SPOOF                      3     2.10    0.00    2.21
  84    SPOOFED_FREEMAIL_NO_RDNS            3     2.10    0.00    2.21
  85    RCVD_IN_DNSWL_LOW                   3     2.10    0.00    2.21
  86    DKIMWL_WL_MEDHI                     3     2.10    0.00    2.21
  87    MPART_ALT_DIFF                      3     2.10    0.00    2.21
  88    RCVD_IN_BL_SPAMCOP_NET              3     2.10    0.00    2.21
  89    RCVD_IN_MSPIKE_WL                   3     2.10    0.00    2.21
  90    KHOP_HELO_FCRDNS                    3     2.10    0.00    2.21
  91    SARE_RMML_Stock9                    3     2.10    0.00    2.21
  92    SARE_UN7                            2     1.40    0.00    1.47
  93    ALL_TRUSTED                         2     1.40    0.00    1.47
  94    T_REMOTE_IMAGE                      2     1.40    0.00    1.47
  95    NO_RELAYS                           2     1.40    0.00    1.47
  96    PLING_QUERY                         2     1.40    0.00    1.47
  97    HTML_IMAGE_ONLY_20                  2     2.10   14.29    1.47
  98    AMAZON_IMG_NOT_RCVD_AMZN            2     1.40    0.00    1.47
  99    RCVD_IN_MSPIKE_H3                   2     1.40    0.00    1.47
 100    HTML_MIME_NO_HTML_TAG               2     1.40    0.00    1.47
----------------------------------------------------------------------


